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3awmTa 6M3Heca OT BHYTPEHHUX Yyrpos3

KoHTposnb 3$pPeKTUBHOCTU N NOANbHOCTM NepcoHana
KOHTpOnb AeNCTBMI Ha KOMMblOTepax COTPYAHUKOB

3awmTa gaHHbIX OT yTeyek
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SecureTower® KOHTPOJIUPYET U 3arnwuchbl-
BaeT BCe AENCTBUA COTPYAHUKA Ha KOM-
nbloTepe: 3anyckK NporpaMMm u rnpunoxe-
HWUN, NOCELUEHHbIE CaNTbl, MOAKI/IIOYEHUE
USB-yCTpPOMUCTB U HOCUTEnNemn, OTr?paBnq-
eMble Ha nevyatb $annbl, MHPOPMaALUIO
c Be6-kaMep U MUKPOPOHOB. E

|

BbisBneHune
rnoTteHumanbHo
ornacHbIX
COTPYAHUKOB
(aHanus puckos)

3awmTa 6M3Heca PackpbiTve cxeM KOHTposb

OT XULLEeHUS MOLUEeHHMYeCTBa  YAANEHHbIX
LLleHHOM BHYTPU COTPYAHWKOB
nHpopmMaLmmn KOMMNaHuu

(8) [
Bnokunposka 3awmTa KoHTponb
3/I0HaMepeHHbIX OT noTepu 3¢pPeKTUBHOCTMU
[encTBumn MHpopmMaLmmn M NOSINIbHOCTU
COTPYAHWUKOB rnepcoHana

MonHbIA KOHTPONb BCEX
KaHaNnoB nepegavyum AaHHbIX:

MocelléHHble canTbl B 1t06bIX Bpay3epax
DMeKTPOHHaqa noyTa

CouwanbHble ceTn

MecceHoKepbl

O6nayHble XpaHuUInLa

CeTeBble XpaHUIMLLIA

IP TenedoHua

CeTeBble 1 NOKasibHble MPUHTEPbI
USB-ycTpomncTBa

Bydep ob6MeHa



Kak paboTaeT
Halla cumcremMma?

0

KoHTponb KaHanoB nepeaavym AaHHbIX

Illlll AHanus Bcei nepexBavyeHHoOn MHGOPMaLMM Mo 3aAaHHBbIM NpaBuiaM 6e30MacHOCTH

OLeHKa /1Ios/IbHOCTU NepcoHana

PP X

Co3paaHMe OTYETOB 06 MHUMAEHTaX

MHdopMUupoBaHMe 0 HapyLLUEHUM NMpaBuUn 6e30MacHOCTH

MpuopuTtesauus u paccriefgoBaHUe UHLUAEHTOB

AHanuTunyeckme Bo3MoXXHocTu SecureTower’

KOHTEHTHbIM aHanu3 (aHanus dannos, Oo-
KYMEHTOB MO COOEPIKMMOMY):

= AHaNM3 TEKCTOBbIX GalIoB U OTMpPaBIa-
€MOro TeKcTa

® AHanM3 M306paKeHU  (pacrosHaBaHWe

TEKCTa Ha N306paXkeHnax, mevaTen, LITaMMnoB)

® AHanu3 rosioCoBbIX COOBLLEHMUNA U 3BOH-
KOB, pacro3HaBaHMe peun

= AHann3 rno [obaBreHHbIM LwabnoHam/
perynapHbIM  BblpaxeHUaM  (pacrosHa-
BaHWe MnepechiiaeMblXx BaHKOBCKUX KapT,
$oTo NacnopTa, BHYTPEHHUX [OKYMEHTOB)

AHanm3 6ydepa obMeHa (KOHTPOSb pas-
MELLAeMOro CcoaepXMmoro, 61oKUpPOoBKa
Bydepa Mo KOHTEHTY)

CTaTUCTUYECKNI aHanm3 (y4eT nepecobina-
eMom MHbopPMaLMM 1 OENCTBUM)

AHanm3 obLLMX CBA3EN Mexay COTPYLHU-
KaMy (BbigBNeHWe ryTen pacnpocTpaHe-
HUA MHbOoPMaL M)

AHanms no LMopPOBbIM OTreYaTKamM
Pacno3HaBaHWe 3aMacKMpPOBaHHbIX GalnsioB
MouncK Mo xaLW-dyHKLUNAM

AHann3 CAD-damnos

AHaNnU3 pUCKoB

CucrteMa aHanusmpyet pge-
ATEeNbHOCTb COTPYOHUKOB
Mo  pPas3/IMYHbLIM  MNapame-
TPaM U GOPMUPYET CMMUCOK
pPaboTHWKOB,  MpeacTaBns-
fOLLMX MOBbILLUEHHbBIM  PUCK.
SecureTower® aBToMaTUYeCcKmn
yBeooMIdeT O MOBbIWEHUU
YPOBHSI PUCKa COTPYOHWKA,
4TO MO3BOMIFET OMEPaTUBHO
NPWHATH Mepbl.



HarnaaHble OTYETDI

AKTUBHOCTb NnoJib3oBaTens

MoKa3blBaET, KaK COTPYAHWK MPOBOANT Paboumnii AeHb: CKOMbKO BPEMEHMW OH aK-
TUBEH, CKO/TbKO 6e30eNCTBYET, KakMe pecypchl Yallle MoceLlaeT, ¢ KakMM TUMOM
NMPUNOXEHWI Yallle B3aMMOOeNCTBYET.

Ton-oTyeT rno nonb3oBaTeNnaM

BblBOOAUT CPaBHUTENbHYIO CTAaTUCTUKY MO BCEM COTPYOAHMKAM KOMMAHWUM UCXO-
09 13 Bbl6paHHOro KpUTepUa 1M BpeMeHHOro nHTepBasia. HanpumMep, KTo 13 co-
TPYOHMKOB MO3)Ke HauMHaeT CBoM pabounin AeHb.

CBOAHDbIN OTHET MO Nonb3oBaTensm

[Mo3BONAET BbIBECTU CBOAHYHO CTAaTUCTUKY MO aKTUBHOCTW Nofib3oBaTenen. Yoo-
6eH onga obLuen oLeHKM akTUBHOCTU COTPYAHWKOB Ha paboymx MecTax.

Fpad-aHanmnsaTop B3aMMOCBSI3en NepcoHasna

OTcnexvBaeT CBA3M COTPYAHUKOB BHYTPW OpraHm3auln 1 CO CTOPOHHMMU KOH-
TakKTaMW. [JaHHbIM OTYET MO3BOSIAET BbIIBUTb MOLUEHHUYECKME CXEMDbI BHYTPU
opraHu3aumm 1 HANTK NOTEHLMANBbHbBIX MHCAMOEPOB.

OTYeT Mo LeHTpPY 6e3onacHoOCTU

OTpa)kaeT CTaTUCTUKY Cpa6aTbIBaHMQ npasuns 6e30MacHOCTM C BO3MOYXHOCTbIO
nepexona K npocMoTpy MHUMOEHTOB.

KapTtuHa pa60qero AHA, BUAeO- U ayaAno3anuchb

SecureTower® fenaeT CKPUHLLOTbI paboyero cTona B TeueHme pabodero AHsS co-
TpyOHMKa. KpoMe Toro, MOXHO HaCTPOUTb 3ammnch ¢ Be6-KaMepbl UM MUKPOhO-
Ha COTPYAHMKA.

Bce OTYETbl MHTEPAKTUBHbI U MO3BONAIOT NMEPerMTU K NPOCMOTPY CO6bITUSA
ANS nonyyeHus aetanbHoi MHPopMaLUn.

Ona Bcex oTYETOB MOXXHO cO34aBaTb CMUCKU U pacnMUCaHUs pacCbINOK.

PaccnepoBaHue
MHUUNOEHTOB

Mpw paccnefoBaHUU UHLMOEH-
TOB B SecureTower® popMMpytoT-
ca gena, B KOTOPbIX MOYKHO bUK-
CUpOBaTb XO[, paccienoBaHUM,
onpenenatb GuUrypaHToB Aena,
a rnocrie 3aBepLleHus paccneno-
BaHMA — cOoenaTtb OTYéT Ang py-
koBogmTenen. CobpaHHble OaH-
Hble MOryT 6bITb MCMOMb30BaHbI
B Cyde B KayecTBe AoKasaTelb-
HoM 6a3bl.



ne MOXXHO
MCNOJN1Ib30BaTb
SecureTower ?

B nokanbHOM ceTy KOMMaHum
B ceTax co COXHOM apXUTEKTYPOM
B TeppuTOopUanbHO pacnpeaenéHHbix opucax

Ha MoBUbHbIX paboumx MecTax

Hawm npemmMyLlecTBa:

Cucrema 2 B 1 (3aLMTa AaHHbIX OT yTe4YeK +
MOHUTOPUHI aKTUBHOCTU COTPYAHUKOB)

B SecureTower® npeaycMoTpeHa BO3MOXXHOCTb
pasrpaHu4YeHusa npas aocTyna

M6kue HacTpoiKn cnocob6os nepexsaTta (OT c6opa
AAHHbIX A0 CMIOXXHOro KOHTPOJSl C MPUMEHEeHUeM
NnoNIUTUK 6e30nacHOCTU U 6TOKUPOBOK)

MpocTaa uHTerpaums c ApyruMm cucteMmamm
obecnevyeHuns 6e3onacHOCTU

TexHun4yeckue
U CUCTEMHbIe
Tpeb6oBaHug*

CepBep SecureTower®

KoHTposnb 100 pabounx cTaHUUMN
Mpoueccop: 2,2+ [Ty, (6 anep v 6onee)
CeteBble aganTepsbl: 1 MOUT
OnepaTtuBHasa NamMaTb: 12 6 1 6onee
XKECTKuM pguck: pasgen gnga onepa-
LIMOHHOM cucteMbl 1 dannos Secure
Tower® —100 I'B;

Pazgen ONa xpaHeHWs MnepexBayeH-
HbIX AaHHbIX oT 100 nonb3oBaTenemn 3a
1 Mecau, — 200 I'b.

OnepaunoHHaga cncteMa ans cepsep-
HbIX KOMMNOHeHTOB: Microsoft Windows

Server 2008/2012/2016/2019 x64
Moppep>xmBaemble CYBL;: Microsoft
SQL Server, Oracle, PostgreSQL, SQLite
n MySQL

AreHT
KnueHTtckaa yacTtb Ha MK KoHTponu-
pyeMbIX COTPYAHUKOB

KoHdburypauma obopynoBaHWa 4oMK-
Ha COOTBETCTBOBaTb PEKOMEHAALMAM
Microsft ona ycTaHOBMEHHOM BepPCUM
onepaunoHHOW CUCTEMDI.

OI'IepaLI,l/IOHHaﬂ CHUCTeEMa ONd areHTa:

Microsoft Windows XP/Vista/7/8/10/
Server 2003/Server 2008/Server 2012/
Server 2016/ Server 2019

*n pvBeneHbl yCpeQHeHHble pacyeTHble OaHHble.

CucTeMHble TpeboBaHWA 3aBUCAT OT 3ad4aHHbIX
HaCTPOEK KOHTPONSA PAaboYMX CTaHLMI 1 CPOKa
XpaHeHUa nepexsadeHHoON MHbOPMaLM.



O KoMnaHum

Yrke 14 neT Mbl 3aH1UMaeMcs MHPOPMaLMOHHOM 6e30MacHOCTbIO.
Hawa DLP-cucTemMa NoMoraeT KOMMNaHUAM 3aLlLMTUTLCA OT yTeueK KOHbUOeH-
LUManbHOM MHGOPMaLMK, a TaKKE KOHTPONMPOBaTb PaboTy COTPYOAHUKOB.

492007 R1000 &30 E€1000000

PabotaeM Bonee 1000 Odwuchl Okono 1000 000
c 2007 ropa KNeHToB M MapTHEPDI KOHTPONMpPYyeMbIX
Mo BCeMy MUpy B bonee uem KOMMbIOTEPOB

B 30 cTpaHax

NMonpobyuTe
6ecnnaTHbIN
30-AHEeBHbIN TeCT
cucrteMbl SecureTower’

OO0 «DankoHrems»
www.falcongaze.ru
sales@falcongaze.ru

Mockga: +7 (499) 116-30-00
CaHkT-MeTepbypr: +7 (812) 240-17-05
EkaTepuHbypr: +7 (343) 339-41-42
KpacHopap: +7 (861) 205-51-00
MuHck: +375 (17) 385-24-50



